ForgeryNet: A Versatile Benchmark for Comprehensive Forgery Analysis
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Figure 1: ForgeryNet is a new mega-scale face forgery dataset with comprehensive annotations and four forgery analysis
tasks. It contains thousands of subjects, various manipulation methods and diverse re-rendering processes. In (a), can you

distinguish which images are forged?

Abstract

The rapid progress of photorealistic synthesis tech-
niques have reached at a critical point where the bound-
ary between real and manipulated images starts to blur.
Thus, benchmarking and advancing digital forgery analy-
sis have become a pressing issue. However, existing face
forgery datasets either have limited diversity or only sup-

port coarse-grained analysis.
To counter this emerging threat, we construct the

ForgeryNet dataset, an extremely large face forgery dataset
with unified annotations in image- and video-level data
across four tasks: 1) Image Forgery Classification, in-
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cluding two-way (real / fake), three-way (real / fake with
identity-replaced forgery approaches / fake with identity-
remained forgery approaches), and n-way (real and 15
respective forgery approaches) classification. 2) Spa-
tial Forgery Localization, which segments the manipu-
lated area of fake images compared to their correspond-
ing real images. 3) Video Forgery Classification, which
re-defines the video-level forgery classification with manip-
ulated frames in random positions. This task is impor-
tant because attackers in real world are free to manipu-
late any target frame. and 4) Temporal Forgery Localiza-
tion, to localize the temporal segments which are manipu-
lated. ForgeryNet is by far the largest publicly available
deep face forgery dataset in terms of data-scale (2.9 million
images, 221,247 videos), manipulations (7 image-level ap-
proaches, 8 video-level approaches), perturbations (36 in-
dependent and more mixed perturbations) and annotations



(6.3 million classi cation labels, 2.9 million manipulated (2) Various Forgery Approaches. There are at mos8

area annotations and 221,247 temporal forgery segment la-forgery approaches in all current datasets, while ForgeryNet
bels). We perform extensive benchmarking and studies ofs manipulated byl5 approaches, including face transfer,
existing face forensics methods and obtain several valuableface swap, face reenactment and face editing. We choose
observations. We hope that the scale, quality, and variety approaches that span a variety of learning-based models,
of our ForgeryNet dataset will foster further research and including encoder-decoder structure, generative adversarial
innovation in the area of face forgery classi cation, as well network, graphics formation and RNN/LSTM (Fig. 4).

as spatial and temporal forgery localizati@tc (3) Diverse Re-rendering Procestn the process of trans-
mission and re-rendering, media data (image/video) always
undergo compression, blurring and other operations, which
may smooth the traces of forgery and bring more challenge

Photorealistic facial forgery technologies, especially re- for forgery detection. The ForgeryNet dataset p8§iper-
cent deep learning driven approaches [23, 38, 49], give riseturbations, such as optical distortion, multiplicative noise,
to widespread social concerns on potential malicious abuserandom compression, blur, aetic. As shown in Fig. 1(c),
of these techniques to eye-cheatingly forge meidks, {m- circle sizes refer to the number of forgery approaches with
ages and videogtc) of human faces. Therefore, itis of vi- re-rendering process operations.
tal importance to develop reliable methods for face forgery (4) Rich Annotations and Comprehensive Task&ccord-
analysis, so as to distinguistvhetherandwherean image ing to the real application scenario, we propose four tasks,
or video is manipulated. as shown in Fig. 1(b): 1) Image Forgery Classi cation, dis-

Most recent progress about face forgery analysis aretinguishes whether an image is forgery or not and mean-
sparked by gathering of face forgery detection datasets [18while tells its forgery typei(e. manipulation approaches).

] and early attempts of proling intrinsic characteris- We provide three types of annotations including two-way,
tics within the forgery images. However, performances on three-way and-way classi cation. Both intra- and cross-
most datasets have already saturafed ¢ver 99% accu- forgery evaluations are set on three-way angtay settings.
racy [26,32,46,61]) due to their limited scalesg number 2) Spatial Forgery Localization, localizes manipulated areas
of images/videos and subject identities) and limited diver- of forgery images. Due to the fact that a forgery image may
sity (e.g forgery approaches, scenarios, realistic perturba-contain multiple faces and can be manipulated entirely or
tions, etc). Moreover, in practical applications, it is often in part, it is more substantial to segment modi ed pixels in
required to detect forged faces by locating tampered areasddition to only telling that it is forged. 3) Video Forgery
in an image and/or manipulated segments in an untrimmedClassi cation, similar to image-level classi cation, contains
video, rather than merely providing a binary label. three types of annotations. Note that different from existing

In this paper, we construct a new mega-scale dataseforgery video datasets, we construct our video dataset with
named ForgeryNet with comprehensive annotations, con-untrimmed videos, each of which has part of the frames ma-
sisting of two groupsi(e. image- and video-level) and four nipulated, considering the fact that forgery videos in real
tasks for real-world digital forgery analysis. We carefully world are often manipulated on a certain subject and some
benchmark existing forensics methods on ForgeryNet. Ex-key frames. 4) Temporal Forgery Localization, localizes
tensive experiments and in-depth analysis show that thisthe temporal segments which are manipulated. This is a
larger and richer annotated dataset can boost the developraew task for forgery analysis. Together with Video Forgery
ment of next-generation algorithms for forgery analysis. Classi cation and Spatial Forgery Localization, it provides
Speci cally, ForgeryNet brings several unique advantages comprehensive spatio-temporal forgery annotations.
over existing datasets.

(1) Wild Original Data. Most current datasets are captured 2- Related Works

gndgr controlled condit.io_nse(g envir.onm.ent, .angle's and Due to the urgency in detecting face manipulation, many
Ilghtlngzc. Wel collect onglnal'gata' W'tlh ﬂ".’ers' ed d'”?e”' q efforts have been devoted to creating face forgery detection
smnfs 0 afamg ?j’ expression, identity, II\? tm%’ Scﬁnﬁr'o and yatasets. Previous datasets can be grouped down into three
_etcl (rjo't“ r:)ur Zztase;s [é e ]Att %tet_td_ata t tehotng- generations. Their statistical information is listed in Tab. 1.
m|? satz sz\é?e af;;\éz tczhmemmogfer'aln utiorcense tha The rst generation consists of datasets such as DF-
allow P 1al. TIMIT [36], UADFV [60], SwapMe and FaceSwap [64].

Lin this paper, the de nition of the term “face forgery” refers to an DF-TIMIT manually selects 16 pairs of appearance-similar
image or a video containing modi ed identity, expressions or attribute(s) people from the publicly available VidTIMIT database, and
with a learning-based approach, distinguished with 1) a so-called “Cheap- enerates 640 videos with faces swapped. UADFV contains
Fakes” [48] that are created with off-the-shelf softwares without learn- 9 . . . .
able components and 2) “DeepFakes” that only refer to manipulations with 98 Videos,i.e. 49 real videos from YouTube and 49 fake
swapped identities [18]. ones generated by FakeAPP [3]. SwapMe and FaceSwap

1. Introduction




Table 1: Comparison of various face forgery datasets. ForgeryNet surpasses any other dataset both in scale and diversity.
It provides both video- and image-level data. The forgery data are constructedl raanipulation approaches withih
categories. We also empl@g types of perturbations fromhkinds of distortions for post-processing.

Video Clips Still images . Unig. Mix .

Dataset Real Igake Real 9 Fake Approaches  Subjects Peru?rb. Perturb. Annotations
UADFV [60] 49 49 241 252 1 49 - 591
DF-TIMIT [36] 320 640 - - 2 43 - 1,600
Deep Fake Detection [4] 363 3,068 - - 5 28 - 3,431
Celeb-DF [39] 590 5,639 - - 1 59 - 6,229
SwapMe and FaceSwap [64] - - 4,600 2,010 2 - - 6,610
DFFD [14] 1,000 3,000 58,703 240,336 7 - - 8,000
FaceForensics++ [52] 1,000 5,000 - - 5 - 2 11,000
DeeperForensics-1.0 [33] | 50,000 10,000 - - 1 100 7 X 60,000
DFDC [18] 23,564 104,500 - - 8 960 19 128,064
ForgeryNet (Ours) 99,630 121,617 1,438,201 1,457,861 15 5400+ 36 X 9,393,574

Figure 2: Representative examples of original data collected
from four face datasets respectively.

choose two face swapping Apps [1,2] to create 2010 forgery

images in total on 1005 original real images.

The second generationncludes Google DeepFake Detec-

tion dataset [4] with 3,068 forgery videos by ve publicly

available manipulation approaches, and Celeb-DF [39] con-

taining 590 YouTube real videos mostly from celebrities Figure 3: Sampled forgeries in our ForgeryNet. (a) Identity-
and 5,639 manipulated video clips. FaceForensics++ [52]remained forgery approaches:Pgce reenactmen®) Face
consists of 4000 fake videos manipulated by four ap- editing (b) Identity-replaced forgery approaches:Face
proachesi(e. DeepFakes, Face2Face, FaceSwap and Neuitransfer, 2) Face swap3) Face stacked manipulation
ralTextures), and 1000 real videos from YouTube. The

data scale and quality of the second generation have beeng speci ¢ manipulation approaches, and even the largest
improved. However, these datasets still lack diversity in gpe [18] only operate8 manipulations withl9 perturba-
forgery approaches and task annotations, and are not welltions on960subjects. Moreover, these datasets take forgery
suited for challenges encountered in real world. analysis solely as a classi cation task. On the contrary,
The third generation datasets are the most recent face our proposed ForgeryNet dataset provid&snanipulation
forgery datasets.e. DeeperForensics-1.0 [33], DFDC [18], approaches with more tha86 mix-perturbations on over
and DFFD [14] which contains tens of thousands of videos 5; 400" subjects, and de nes four taskss{ image and video
and tens of millions of frames. DeeperForensics-1.0 con-classi cation, spatial and temporal localization) with a total
sists of 60,000 videos for real-world face forgery detection. of 9:4M annotations. Our whole dataset consists of two sub-
DFDC contains over 100,000 clips sourced from 960 paid sets:Image-forgeryset provides ove2:9M still images and
actors, produced with several face replacement forgery ap-video-forgeryset has more thaB2(k video clips. These
proaches including learnable and non-learnable approacheswo subsets have their real data respectively randomly se-
In a practical application, in addition to classi cation, itis |ected from the original data, antb forgery approaches
necessary to locate the manipulated areas or segments in afre applied to image-forgery construction wHle@f them
image or an untrimmed video. A few datasets have takenalso generate the video-forgery dataWe compare our
these tasks into consideration. DFFD provides annotationsForgeryNet with other publicly available datasets in Tab. 1.
of spatial forgery at the rsttime, yetit only presents binary Qver all the comparison items listed in the table, our dataset
masks without manipulation density. surpasses the rest both in scale and diversity.

3. ForgeryNet Construction

.. . 2Some original datasets do not provide the identity annotation.
Most of existing public face forgery datasets [4, 14,18,  sthere arer forgery approaches that are only suitable for generating

,36,36,39,52,60,64] contain only single or no more than images.



